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The gap between AI development and deployment

How we develop AI How we deploy AI



IBM Research AI



Definition of Trustworthy AI

IBM Research AI

European Commission s͛ Definition

The General Data Protection Regulation (GDPR)

https://www.metacompliance.com/blog/what-are-the-7-principles-of-gdpr/ https://www.amara-marketing.com/travel-blog/7-principles-of-the-gdpr-and-what-they-mean

https://www.metacompliance.com/blog/what-are-the-7-principles-of-gdpr/
https://www.amara-marketing.com/travel-blog/7-principles-of-the-gdpr-and-what-they-mean


Adversarial ML: Learning with an Adversary

• Understanding model 
performance in the worst case

• Improving model performance 
by learning from (artificial) 
mistakes 

IBM Research AI https://www.akira.ai/glossary/generative-adversarial-networks/
https://openai.com/blog/emergent-tool-use/

https://www.akira.ai/glossary/generative-adversarial-networks/
https://openai.com/blog/emergent-tool-use/


Roadmap toward Holistic Adversarial Robustness

IBM Research AI

• In-house sensitivity and reliability tests for developed models
•Generate prediction-evasive examples (per user constraints)
•Customize to model deployment conditions (e.g. cloud APIs)

Attack
(Bug Finding)

•Detecting and mitigating potential adversarial threats
•Plug-and-play model patching for a given model
•Landscape exploration: model fix and cleaning

Defense
(Model Hardening)

•This model is certified to be attack-proof up to a certain level 
•Quantifiable metric for certified robustness
•AI standards, governance, and law regulation

Verification
(Model Certificate)

•Data augmentation
•Model reprogramming: data-efficient transfer learning
•Model watermarking

Applications to AI
(Model Boosting)

Data 
(Domain) 
- specific

Practical
Efficiency/Maximal 
utility/Compatibility

Model -
agnostic

Training Testing Monitoring

Penetration Testing



Trends I observed in Adversarial Machine Learning
• Attack:

• Adversarial attack on [Task] 
• Black-box adversarial attack on [Task]
• Hard-label black-box adversarial attack on [Task]
• Efficient adversarial attack for [Perturbation Norm]

• Defense:
• Defending against adversarial attacks using [Method]
• Detecting adversarial examples using [Method]
• Certified robustness for [Task]/[Norm]
• Adversarial training using [Technique]

• Reflection:
• All empirical defenses are vulnerable
• How practical is the threat model? (e.g. unrestricted adversarial examples)
• Intriguing properties of [New Network Architecture]
• Tradeoff between adversarial robustness and [Factor] (e.g. privacy, fairness, interpretability)
• Hardness of adversarial ML: optimization and generalization

Sustainable?



Defense Checklist: Should I publish my defense 
against adversarial examples? [2021 version]

Tested on (PGD) 
white-box attack?

NOYES

Don͛ƚ 
publish

Tested on 
AutoAttack?

YES

NO

YES

Gradient 
obfuscation? YES

NO

Provably 
robust? NOYES

Outperform 
randomized 
smoothing?NO

Don͛ƚ 
publish

Drop in clean 
accuracy?YES

NO

Start here

There is no 
free lunch

By Pin-Yu Chen

Defense 
Checklist
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Today’s Three Focused Challenges:

1. (Attack) Reverse Engineering of Deception (RED): From Attack 
Generation, Rejection, to Attack Information Reverse Engineering

2. (Defense) Algorithmic Foundation of Attack-Agnostic Defense: 
Beyond Min-Max Adversarial Training

3. (System) Robustness-to-X (R2X) Challenge: Holistic view of 
robustness understanding



Attack Vision: From Generation, Rejection, to 
Reverse Engineering

Adversarial attack: A standard way to evaluate ‘worst-case’ robustness of ML models

Existing work: Focuses on attack generation in diverse scenarios (digital/physical, 
white-box/black-box, soft/hard label, train-time/test-time)

Adversarial T-shirt to fool DNN-based person 
detectors [ECCV’20]



Attack Challenge: Reverse Engineering of 
Deception (RED) 

RED aims to reverse engineer attack toolchains, rather than merely `rejecting’ 
(in terms of detection or robust training) adversarial attacks. 

1. RED for train-time attack (backdoor/Trojan attack): Recover Trojan trigger 
pattern given only Trojan model  [ECCV’20, ICLR’21]

2. RED for test-time attacks (adversarial examples): Recover pixel-level  
perturbations and attribution-level attack saliency image region from an attack   
[Feasibility and capability of RED?]



Defense Vision: From Attack-Specific Robust 
Training to Attack-Agnostic Robust Training
Ø Min-max optimization based adversarial training [ICLR’18]: Well-recognized 

algorithmic foundation for adversarial defense

• Attack-specific assumption: Attacker and defender share same objective, thus 
difficult to adapt to different types of attacks

• Attack-agnostic training: Attacker and defender would enjoy different objective 
functions --- Bi-Level Optimization (BLO)



A Holistic View: Robustness-to-X (R2X) 

Fairness

Fairness

Adv. 
robustness

Sparsity

Out of 
distribution 
robustness

Robustness vs. accuracy: e.g., 
[ECCV’18, ICML’19, ICLR’19]

Robustness vs. sparsity: e.g., 
[ICCV’19]

Robustness vs. OOD: e.g., 
[ECCV’20, NeurIPS’20]

Robustness vs. fairness: e.g., 
[ICML’21, FAT’21]

Robustness vs. interpretability: e.g., 
[NeurIPS’19, ICML’20]



“Now this is not the 
end. It is not even the 
beginning of the end. 
But it is, perhaps, the 
end of the beginning.”

~ Winston Churchill
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