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https://medium.com/syncedreview/sensetimgainsimagenetalexnetin-record-1-5-minutese944ab049b2c
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https://medium.com/syncedreview/sensetime-trains-imagenet-alexnet-in-record-1-5-minutes-e944ab049b2c

ImageNet Challenges

Error Rate in Image Classification(%)
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Neural Network Architecture


https://towardsdatascience.com/transfer-learning-in-tensorflow-9e4f7eae3bb4
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ImageNet Large Scale Visual Recognition Challenge results

100%

Wro

In the competition’s first year
+— teams had varying success.
Every team got at least 25%
wrong.

(In 2012, the team to first use
deep learning was the only :

team to get their error rate GeOﬁrey H|nt0n

Lbelow 25%.

<

The following year
nearly every team got
25% or fewer wrong.

In 2017, 29 of 38
teams got less than
5% wrong.

L
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Neural Nets

IMLGE

- Learning
" Revolution

GPUs
: Yann LeCun ™
b ] ¥ @ylecun
2 K | u Q a Replying to @ylecun @GaryMarcus and @titudeadjust
Next? DL is not an "algorithm”. It's merely the concept of

building a machine by assembling parameterized
functional blocks and training them with some sort of
gradient-based optimization method. That's it.
You are free to choose your architecture, learning
paradigm, prior, etc...1/2
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What happens when you do well on ImageNet?

YOSHUA BENGIO,
GEOFFREY E. HINTON
| AND YANN LECUN

For conceptual and engineering
breakthroughs that have made
deep neural networks a critical

component of computing
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The gap between Al development and deployment

How we develop Al How we deploy Al

@ NN




Al revolution Is coming,
but Are We Prepared

C Accordingto a recent Gartner report, 30% of
cyberattacks by 2022 will involve data
poisoningmodeltheft or adversariaexamples

C However, industry is underprepared In a
survey of 28 organizationsspanningsmall as
well aslargeorganizations25 organizationglid
not knowhow to securetheir Alsystems

DEFENSE

Pentagon actively working to
combat adversarial Al



The GreatAdversarial Examples

ostrich safe shoe shop vacuum

- This model is one of the BEST image classifier using neural network
- Images and neural network models are NOT the only victims

EAD: Elastiblet Attacks to Deep Neural Networks via Adversarial Examphs,Ghen*, Y. Sharma*, H. Zhang, J. Yi, addtgieh, AAAI 2018
IBM Research Al




Accuracy Adversarial Robustness
ASolely pursuing for high OO dzNJ Oé ! L Y2 RSt YI &

Robustnes
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Our benchmark
on 18 ImageNet
models reveals
a tradeoff In
accuracy and
robustness

Top-1 Accuracy Accuracy

IBM Research Al



Adversarial examples: the evil doublegangers
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Whyadversarial (wotscase robustnesgnatters?

U Preventpredictionevasivemanipulation on deployed models Adversarial

o Buildirustin Al: address inconsistent decision making
®&"  Dbetween humans and machines & misinformation

o

- Prevent loss in revenue and reputation
- Ensure safe and responsible use in Al

TESLA AUTOPILOT —

Researchers trick Tesla Autopilot into
steering into oncoming traffic

Stickers that are invisible to drivers and fool autopilot.

Syrian hackers claim AP hack that tipped stock market
S136 billion. Is it terrorism?

DAN GOODIN - 4/1/2019, 8:50 PM

Bnek ng: Two Explos n the White
House and Bar: kObmale red
Misguided direction _ __ __ __ __ __ __ -« e Ee——

et s PO DERE g
_\ ormal driving dire twnﬁ
Max Fisher

Assess negative impacts in higflakes, safetygritical tasks
Understand limitation in current machine learning methe

T-shirt

SPEED
LIMIT

45

Microsoft silences its new A.l. bot Tay, after
Twitter users teach it racism [Updated]

Microsoft’s @ newly launched A.|.-powered bot called Tay, which was responding to tweets and chats on
GroupMe and Kik, has already been shut down due to concerns with its inability to recognize when it was
making offensive or racist statements. Of course, the bot wasn’t coded to be racist, but it “learns” from
those it interacts with. And naturally, given that this is the Internet, one of the first things online users
taught Tay was how to be racist, and how to spout back ill-informed or inflammatory political opinions.
[Update: Microsoft now says it's “making adjustments” to Tay in light of this problem.]



Al technology: Jewel of the Cro

Adversarial ML Threat Matrix
https://github.com/mitre/advmlithreatmatrix

Pre-trained ML model with
backdoor

Execute unsafe ML models

(Sub Techniques)
1. MLmodels from

sources
ickle

2 Pi

ML Model Discovery

(sub Techniques)

1. Reveal ML model
ok

ontology
2. Reveal ML model
family —

Account Manipulation

aaaaaaaaaaaaaaa

1 Membership inference attack
2 Model inversion

Model Stealing

Gathering datasets

Phishing

nnnnnnnnn

Mode! Replication

(Sub Techniques)

1. Exploit API - Shadow
Model

2. Alter publicly
available, pre-trained
weights

application

Model Stealing

Trusted Relationship

Al Incidence Database
https://incidentdatabase.ai

» An autonomous carkills a pedestrian

= A frading algorithm causes a market "flash crash" where billions of dollars transfer between parties
s A facial recognition system causes an innocent person to be arrested

/ﬁAccor di ng rEport,téurou@rSt ner
2022, 30% of all Al cyberattacks will
leverage training-data poisoning, model
theft, or adversarial samples to attack
machine learning-power ed system

https://techhq.com/2020/11/thelooming

K threat-of-ai-poweredcyberattacks/ /
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https://github.com/mitre/advmlthreatmatrix
https://incidentdatabase.ai/

Trustworthy Al: Beyond Accuracy

Fairness Adversarial Robustness

BRIEF HISTORY Of FAIRNESS IN ML
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https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html

Our portfolio in adversarial robustness research

A40+papers at top AI/ML | T e o)
I

conferences in 20122021

(NeurlPS, ICML, AAAI, ICLR, IJCAI, ACL, ECCV, Evaluationf -,

/] +twX L/ | t S X0 Attack Defense & S
t Certificatio Applcauen

AOpenSource Library, Tutoria

TECHE?ATI We live technology.

V CHANNELS »  EVENTS ™  NEWSLETTERS  |OB BOARD fyinIF X\

S = T Text-based Al models are vulnerable to
. me= AT can now defend 1tselfagamst paraphrasmg attacks researchers find

Unmasking Adversarial Al with Pin-

Yu Chen malicious messages hidden in speech

Computer scientists have thwarted programs that can trick Al systems into
classifying malicious audio as safe.

TechTalks HOME BLOG- TIPS&TRICKS- WHATIS~ INTERVI EE Times

m @ howe e S v PERSPECTIVES  DESIGNLINES ¥  VIDEOS RADIO  EDUCATION ¥  |OT TIMES Robust Al: Protecting neural.
If Al can read, then plain text can networks against adversarial

attacks
beweapon ized AI Tradeoff Accuracy or Robustness? ety

HOME BLOG- TIPS&TRICKS+ WHATIS~



https://www.ucc.ie/en/cirtl/newsandevents/cirtl-seminar-the-assessment-arms-race-and-its-fallout-the-case-for-slow-scholarship-may-14th.html

Why do researchers and society care?st!

Whenever there Is a neural net, there Is a way to adversarial examples



Growing concerns about safatytical settings with Al
Autonomous cars that deploy Al model for traffic signs recognition
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Adversarial examples In different domains

Almages
AVideos A ﬁ
ATexts

ASpeech/Audio
AData analysis

AMalware
AOnline social network
Aand many others

AElectronic health! @ﬁg
records r‘

0.2
0.0
U

Original Top-3 inferred captions:

-
1. Ared stop sign sitting on the £ V "it was the
side of a road. => OB M50 > best of times,
2. A stop sign on the corner of a ROE7©  itwasthe
' L " "“v worst of times"
street. :
3. A red stop sign sitting on the gk \
side of a street. = — -
_ | x 0001 Al model
Adversarial Top-3 captions: |

1. A brown teddy bear laying
on top of a bed.

2. A brown teddy bear itis a truI:h
- universally
sitting on top of a bed. acknowledged
3. Alarge brown teddy bear that a single"

laying on top of a bed.

Ground Truth OSCAR OSCAR + attack
T 0.05 - 0.05 A
0.00 0.00
h —0.05 - —0.05 -
0 100 0 100 0 100
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Adversarial examplesimage captioning

Original Top-3 inferred captions:

1. A red stop sign sitting on the
side of a road.

2. A stop sign on the corner of a
street.

3. Ared stop sign sitting on the
side of a street.

. Vision Language A grouP of people
Deep CNN  Generating shopping at an
RNN outdoor market.

Q There are many
vegetables at the
frult stand.

Adversarial Top-3 captions:

1. A brown teddy bear laying
on top of a bed.

2. A brown teddy bear
sitting on top of a bed.

3. Alarge brown teddy bear
laying on top of a bed.

Al model

IBM Research Al



Adversarial examples speech recognition

"It was the

2C ,_> best of times,
it was the

worst of times”

ol What did your hear?
acknowledged
that a single”
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Adversarial examples speech recognition

R =N it was the
=0~ NC — best of times,
DN | it was the

worst of times"

“it is a truth What did your hear?
universally

acknowledged

that a single” OKay google browse to evil.co
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Adversarial examples diata regression

-
Data I\/Iodel Anal SIS

K@/K aaj |—e

Factor identification

Ground Truth OSCAR + attack
0.2 1 0.05 -
0.0 0.00
SO —0.05 1
0 100 0 100




Adversarial examples iiaxt classification
AParaphrasing attack

Task: Sentiment Analysis. Classifier: LSTM.[Original: 100% Positive. ADV label: 100% Negative.

I suppose [ should write a review here since my little Noodle-oo is currently serving as their spokes dog in the photos. We both love
Scooby Do’s. They treat my little butt-faced dog like a prince and are receptive to correcting anything about the cut that I perceive as
being weird. Like that funny poofy pompadour. Mohawk it out, yo. Done. In like five seconds my little man was looking fabulous and bad
ass. Not something easily accomplished with a prancing pup that literally chases butterflies through tall grasses. (He ended up looking
like a little lamb as the cut grew out too. So adorable.) The shampoo they use here is also amazing. Noodles usually smells like tacos (a
combination of beef stank and corn chips) but after getting back from the Do’s, he smelled like Christmas morning! Sugar and spice and
everything nice instead of frogs and snails and puppy dog tails. He’s got some gender identity issues to deal with. Fhe-prictreisalse

[ =

cheaper-thansome-of the bie name conslomerates-outthere The price 1s cheaper than some of the big names below. I'm talking to you

Petsmart! I've taken my other pup to Smelly Dog before, but unless I need dog sitting play time after the cut, I'll go with Scooby’s. They
genuinely seem to like my little Noodle monster.

Task: Fake-News Detection. Classifier: LSTM.|Original label: 100% Fake. ADV label: 77% Real

Man Guy punctuates high-speed chase with stop at In-N-Out Burger drive-thru Print [Ed.—Wel—+that's Okay, that ’s a new one.| A One
man is in custody after leading police on a bizarre chase into the east Valley on Wednesday night. Phoenix police began has begun
following the suspect in Phoenix and the pursuit continued into the east Valley, but it took a bizarre turn when the suspect stopped at an

In-N-Out Burger restaurant’s deive—thea drive-through near Priest and Ray Roads in Chandler. The suspect appeared to order food, but
then drove away and got out of his pickup truck near Rock Wren Way and Ray Road. He thenraninto a backyard ran to the backyard and

tried to setinte-ahouse-throushthe baekdeeor cct in the home.

IBM Research Al



Adversarial examples #ieto-seq models

AOneword replacement

attack for text
summarization

ATargeted phrase attack
for text summarization.

¢ NBHSGY

a LJ2 |

Source input seq

among asia ’s leaders , prime minister mahathir mohamad was notable as a man with a bold vision :
a physical and social transformation that would push this nation into the forefront of world affairs .

Adyv input seq

among lynn s leaders , prime minister mahathir mohamad was notable as a man with a bold vision
. a physical and social transformation that would push this nation into the forefront of world affairs.

Source output seq

asia 's leaders are a man of the world

Adv output seq

a vision for the world

Source input seq

under nato threat to end his punishing offensive against ethnic albanian separatists in kosovo , presi-
dent slobodan milosevic of yugoslavia has ordered most units of his army back to their barracks and
may well avoid an attack by the alliance , military observers and diplomats say

Adv input seq

under nato threat to end his punishing offensive against ethnic albanian separatists in kosovo , pres-
ident slobodan milosevic of yugoslavia has jean-sebastien most units of his army back to their
barracks and may well avoid an attack by the alliance , military observers and diplomats say.

Source output seq

milosevic orders army back to barracks

Adv output seq

nato may not attack kosovo

Source input seq

north korea is entering its fourth winter of chronic food shortages with its people malnourished and
at risk of dying from normally curable illnesses . senior red cross officials said tuesday.

Adv input seq

north detectives is apprehended its fourth winter of chronic food shortages with its people malnour-
ished and at risk of dying from normally curable illnesses . senior red cross officials said tuesday.

Source output seq

north korea enters fourth winter of food shortages

Adv output seq

north police arrest fourth winter of food shortages.

Source input seq

after a day of fighting , congolese rebels said sunday they had entered kindu , the strategic town and
airbase in eastern congo used by the government to halt their advances.

Adv input seq

after a day of fighting , nordic detectives said sunday they had entered UNK | the strategic town and
airbase in eastern congo used by the government to halt their advances.

Source output seq

congolese rebels say they have entered UNK.

Adv output seq

nordic police arrest ## in congo.

IBM Research Al



Adversarial examples gnaphneural networks

ANode feature perturbation 1.00

B test acc (robust model)
A . 0.951 mmm CE attack acc (robust model)
Edge perturbatlon 0.90 - B CW attack acc (robust model)
' Bl Greedy attack acc (robust model)
[ [ o target node > 0.85 1 MW CE attack acc (natural model)
[ ] perturbation} [ g 0.80 -
' ' ' O
< 0.75 A1

[] M attacker node

: 0.70 -
i Train node classification model |

W N 0.65 -
Target gets 0.60 1
misclassified 0.05 0.1 0.15 0.2

Perturbed edges ratio: €
[Zugneret al 2018] [Xu et al 2019]
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Adversarial examples aeep reinforcement learnin

AObservation (state) perturbation for policy/reward degradation

Sequential Inputs Output Actions
= -t : , , , . Unity 3D: Banana Collector DQN
i =7 f —;qup Deep Relnforcement G : LJE Z CX w }\ 3 K l 17.5 —— Baseline
ey LearningAgent 15.0 Random
— WMA
12.5 | =—— PEPG-ASA
W'\\ og |7 tinerat e /

\
AN

i/ \\\\ XK \\"//
";‘n\\\' 1"1% \\‘:’}"l‘.

5.0

Average Return
~
[9;]

NN Output Action attime =t =~ 2s
RO Y o
S \.ﬂ\\./'. a [ S -_F u 8 0.0

0 100 200 300 400 500 600
Training Episode

Credit:ChaeHan Huckrang@GIT

IBM Research Al



Adversarial examples pmysical world

ARealtime traffic sign detector A3D-printed adversarial turtle

W classified as turtle

A Adversarial patch AAdversarial eye glasse
L Classifier Output / / .

B classified as rifle [ classified as other

aaaaaaaaaaaaaaaaaaa
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Adversarial examples in physical world (2)

A3D-printed adversarial turtle [ SR g SRS

Sl AR el A EEE BEG J, g Neural Netwo rks
B classified as turtle [l classified as rifle [ classified as other i" In the Real World

Synthesizing Robust Adversarial Examples

Anish Athalye “"'? Logan Engstrom”'? Andrew Ilyas " '? Kevin Kwok >

IBM Research Al



Adversarial -Bhirt!

Method ‘
W affine | ours (TPS) | baseline

indoor scenario

Faster R-CNN 27% 50% 15%
YOLOvV2 39% 64% 19%
outdoor scenario
Faster R-CNN 25% 42% 16%
YOLOvV2 36% 47 % 17%
unforeseen scenario
Faster R-CNN 25% 48 % 12%
YOLOvV2 34% 59% 17%

IBM Research Al



Adversarial Attacks:
full transparency.s practicality



Holistic View of Adversarial Robustness

N\ 7
Training Phase Test Phase
LaaroOo1 [/ 1FGS32NE k! {0Dba| & Nupdel /NBiting Kethod Inference
v Poisoning Attack [learning] X X*
v/ Backdoor Attack [learning] X
v| Evasion Attack (Adversarial Example) [learning] X* X
Extraction Attack (Model Stealing, Membership inferen X
Model Injection [Al governance] X* X

*No access to model internal information in the blambx attack setting




InferencePhase (testime) Attack



Taxonomy of Evasion Attacks

AWhite-box attack

C Standard whitebox
C Adaptive whitebox (defenseaware)

ABlackbox (querybased) attack

C Softlabel attack
C Hardlabel (decisioronly) attack

ATransfer (blackox) attack

AGraybox attack (all other types) Target model

IBM Research Al



How to generate adversarial examples?
A¢ K Shitérboxé | (kirdn<€pdrency to adversary

A Applications of neural networks

C Image processing and understanding

C Object detection/classification

C Chatbot, Q&A

C Machine translation

C Speech recognition

C Game playing

C Robotics

C Bioinformatics

C Creativity

C Drug discovery

C Reasoning

ClyR AdAff + t2¢y3 fA&adX |
trainable neurons;

usually large and dee
IBM Researc¥1 Al g p

2% (traffic light)

90% (French bulldog)
3% (basketball)
5% (bagel)




Use the Great BadRropagation!

A¢ K hitéboxé I (g leve@de input gradients toward misclassification

neural network outcome (prediction)

\ \
( R \

2% (traffic light)
90% (French bulldog)
3% (basketball)

5% (bagel)

input task trainable neurons;

a Reseg%q%gglrlx Lqrge and deep



grand plano

Attack formulation

A Threat model: perturbation confined to some distance metnc / semantic space relative to a
data inputw (bagel iImage) with lab@ (bagel)

A (Untargeted) Attack formulatiora A Y A YiAstaiSdw , 0 1) Targeted attack:
such thatPredictiorfca)  Predictiorfco +| ) Predictiofw +1) 60 0
A Alternatively,Minimize Distancé® =6 1) _g@Los§m,] ) Carlini&Wagne(CW) attack
A Or,Minimize Los$w ,1 ) such thaDistanc€®w >0 1) - Projected Gradient Descent (PGD)

A Some commonly usedistancemetric:0 norm ball centered omo 2 @ck Madryetal 2018
Al Il : maximal perturbation in each input dimension (FGSM, Iterative FGSMjr@W

Al €1l || : sum of squared differences of each input dimension{CWV
Al || : total variation, sum of difference in absolute val@&&\()
Al Il : number of modified dimensions (ofExel attack structured attacl

A Mixed norms & structured attack (check out @iructured attack paper
A Some commonly usedossfunction: cross entropy, contrastive loss (CW loss)
A Generic formulation and can be extended to different tasks with desigmedand Distance

EAD: Elastiblet Attacks to Deep Neural Networks via Adversarial Exampis,Ghen*, Y. Sharma*, H. Zhang, J. Yi, addHieh, AAAI 2018
Structured Adversarial Attack: Towards General Implementation and Better InterpretakditiXu* SijiaLiu*, Pu Zhao, Piu Chen, Huan Zhar@uanfuFan, DeniErdogmusYanzhWang,XueLin, ICLR 2019

IBM Research Al
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EAD: Elastiblet Attacks to Deep Neural Networks via Adversarial Exampl¥s,Ghen*, Y. Sharma*, H. Zhang, J. Yi, addH§ieh, AAAI 2018
IBM Research Al
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a' YABSNELF £ & 1
ABeyond perturbation to a single data sample:

AUniversal perturbation talifferent
Adata samples
Amodels
Ainput transformations
Aensemble methods

ABetter problem formulation gives stronger attack
AMin_{)} Max_{®0 £ii 1 outrunsMin {}B 0 &ii

R
Towards A Unified Min-Max Framework for iNSEMBLE ADVERSARIAL TRAINING:
TTACKS AND DEFENSES

Adversarial Exploration and Robustness I ey Kurain et Papermt

Face powder o Chihuahua [ 1]

L
| ] Joysti@ ChT\ua Ll
ON L]

\ 4
Grille 0
Thresher 0
Flagpole

Tibetan mastiff

Jay

Labrador

Labrador

0 Tibetan mastiff

Lycaenid [+ Brabancon griffon
Balloon 0 Labrador
==l
11 J2 | "‘T‘
Whiptail kzard 0 Border termier

Universal adversarial perturbations

Stanford University Google Brain Pennsylvania State University Seyed-Mohsen MOOS‘HVi-DQZfOO]i*T

tramerfcs.stanford.edu  kurakin@google.com ngp5056@cse.psu.edu
. ) 7. 1,5 . ) 2 ey -3 s 3
Jingkang Wang Tlaliyun Zhang S% ia Liu 5Pm Yu Chen” . . Do Boneh Patrick MeDaniel
1¢ 1« ‘ 5 B o Google Brair Stanford University Pennsylvania State University
Jiacen Xu*  Makan Fardad® DBo Li i aan sead e e e

goodfellowlgoogle.com daboBcs.stanford.edu
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- — — L A — v
Arewhiteo 2E | aul O] a
A If the target model is not transparent to an attacker (e.g. Online APIs); back

propagation will not be feasible. Therefore, graduaised attack would be in vain.

A Can one still generate adversarial examples given limited information?

IBM Research Al



How about attacking AlI/ML systems wiimited Knowledde

ATypical scenario for deployed Al/ML systems & Al/ML as a service

AALINI O blackbbxe & (g orly©liserve inpubutput responses; zero
lY20t SRIS | 02dzu UKS Y2RSt X UGNFAYAY

Input

Predictione——

Alnput gradient is infeasible aridaccessible Backt N2 LJ R2 Say QU
Ab2¢g €e2dz YAIKU UKAY]l @€2dz2NJ agadsSy A3

IBM Research Al



Attacking Al/ML systems witlimited Acces©ur ZOO Attack

Ab2¢ é2dz YAIK(I GKAY] €2dz2NJ aeaidSY Aa NZ

bagel black-box attack

i)‘l’

INPUL

,,,,,
W

Gradient'Q h
"Ad@ 1 "H) Adversarial examplan w —-t0

............
......
YW

;;;;;;

Z0OO: Zeroth Order Optimization based Blaok Attacks to Deep Neural Networks without Training Substitute Models, €hen*H. Zhang*, Y. Sharma, J. Yi, and. Eisieh, ABecurity 2017
IBM Research Al



Dog 91%

Dog Like Mammal 87%

Snow 84%

Arctic 70%

Winter 67%

lce 65%
1700 Fun 60%

Freezing 60%

blackbox attack on Google Cloud Vision

[llyas et al. ICML18]

Andrew llyas, Logan Engstrom, Amghalye Jessy Lin. Blatdox Adversarial Attacks with Limited Queries and Information. ICML 2018
IBM Research Al



AutoZOONMQuery Redemptions

Black-box ML model
under attack

Unlabeled natural images

/ Encoder Decoder

Prob (0) = 0.00
Prob (1) = 0.05
Prob (2)=0.91

Dimension reduction
i+ queryefficient

(Contrasted)
perturbation in

the latent space Prob (8)=0.00

Prob (9) = 0.01

gradient estimation

Learned features
in the latent space

Autoencoder training o / Black-box ML model attacking
_..loffline and one-timeprocess) i ™ W (withredcued attackspace) |
Query count 0 ~25,500 ~195,300 ~1,165,300 ~4,945,900

4L 83.24% reduction 4 @ 14000 ‘ ' J_ 1100
@ > 200K .
8 12000 + J 190 =
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AutoZOOM Autoencodetbased Zeroth Order Optimization Method for Attacking Black Neural Networks. Che@hen Tu*PaishuriTing*, PinYu Chen*SijiaLiu, Huan ZhandjnfengYi, CheJuiHsieh, and ShiiMing Cheng. AAAI 2019



Targeted attack ohrmageNet (Inception3)

Mean que Mean per-pixel . Mean query count
Method Attack success Mean query count count 1‘eguc§iyon Lo dil;t.orgon True positive with pgr-pib;cel Lo
rate (ASR) (initial success) ratio (initial success)  (initial success) rate (TPR) distortion < 0.0002
Z00 76.00% 2.226,405.04 (2.22M) 0.00% 425x10° 100.00% 2,296,293.73
ZO0O+AE 92.00% 1,588,919.65 (1.58M) 28.63% 1.72x10~% 100.00% 1,613,078.27
AutoZOOM-BiLIN 100.00% 14,228.88 99.36% 1.26x10~% 100.00% 15,064.00
AutoZOOM-AE 100.00% 13,525.00 99.39 % 1.36x10~% 100.00% 14,914.92

AAutoZOOMsavesVILLION®f queries when compared to ZOXitack

AExploration & Exploitation: use few queries to find a successful
perturbation, and use more querles to refine its distortion afterwards

library basketball traffic light iPod French bulldog goldfish
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AutoZOOM Autoencodetbased Zeroth Order Optimization Method for Attacking Black Neural Networks. Che@hen Tu*PaishunTing*, PinYu Chen*SijiaLiu, Huan ZhanginfengYi, CheJuiHsieh, and Shiving Cheng. AAAI 2019



Is LabeDnly Blaclbox Attack Possiblefzs!

Classifiedas & O

QueryEfficient Hardabel Blackbox Attack: An Optimizatichased Approach. Minhao Cheng, Thong Le\YRiChenJinfengYi, Huan Zhang, and GhoiHsieh,ICLR2019
Blackbox Adversarial Attacks with Limited Queries and Information, Andrew llyas*, Logan Engstrom#tAalgkr, and Jessy Lin*. ICML 2018
DecisiornBased Adversarial Attacks: Reliable Attacks Against-Backachine Learning Modeld/ieland Brendel, Jonas Rauber, and Matthias Bethge. AAAI 2019
SigrOPT: A Querifficient Hardabel Adversarial Attack. Minhao Chen@imranjitSingh*, Patrick H. Chen, Piu ChenSijiaLiu, and ChduiHsieh. ICLR 2020
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