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#ImageNet Generation
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https://medium.com/syncedreview/sensetime-trains-imagenet-alexnet-in-record-1-5-minutes-e944ab049b2c

https://medium.com/syncedreview/sensetime-trains-imagenet-alexnet-in-record-1-5-minutes-e944ab049b2c


ImageNet Challenges
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https://towardsdatascience.com/transfer-learning-in-tensorflow-9e4f7eae3bb4

https://towardsdatascience.com/transfer-learning-in-tensorflow-9e4f7eae3bb4


¢ƘŜ 5ŜŜǇ [ŜŀǊƴƛƴƎ wŜǾƻƭǳǘƛƻƴΦ ²ƘŀǘΩǎ ƴŜȄǘΚ
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Geoffrey Hinton

²ƘŀǘΩǎ
Next?

http://image-net.org/challenges/talks_2017/imagenet_ilsvrc2017_v1.0.pdf https://qz.com/1034972/the-data-that-changed-the-direction-of-ai-research-and-possibly-the-world/



What happens when you do well on ImageNet?
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The gap between AI development and deployment

How we develop AI How we deploy AI



AI revolution is coming, 
but Are We Prepared ?

Ç Accordingto a recent Gartner report, 30% of
cyberattacks by 2022 will involve data
poisoning,modeltheft or adversarialexamples.

Ç However, industry is underprepared. In a
survey of 28 organizationsspanningsmall as
well aslargeorganizations,25 organizationsdid
not knowhow to securetheir AIsystems.



What is wrong with this AI model?
- This model is one of the BEST image classifier using neural networks

- Images and neural network models are NOT the only victims
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EAD: Elastic-Net Attacks to Deep Neural Networks via Adversarial Examples, P.-Y. Chen*, Y. Sharma*, H. Zhang, J. Yi, and C-.J. Hsieh, AAAI 2018

The Great Adversarial Examples



Accuracy Adversarial Robustness
ÅSolely pursuing for high-ŀŎŎǳǊŀŎȅ !L ƳƻŘŜƭ Ƴŀȅ ƎŜǘ ǳǎ ƛƴ ǘǊƻǳōƭŜΧ
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Is Robustness the Cost of Accuracy? A Comprehensive Study on the Robustness of 18 Deep Image Classification Models, Dong Su*, Huan Zhang*, HonggeChen, JinfengYi, Pin-Yu Chen, and YupengGao, ECCV 2018

Our benchmark 
on 18 ImageNet 
models reveals 
a tradeoff in 
accuracy and 
robustnessRobustness

Accuracy



Adversarial examples: the evil doublegangers
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source: Google Images



Why adversarial (worst-case) robustnessmatters?
üPrevent prediction-evasivemanipulation on deployed models

Build trust in AI: address inconsistent decision making                                 
between humans and machines & misinformation

Assess negative impacts in high-stakes, safety-critical tasks 

Understand limitation in current machine learning methods

Prevent loss in revenue and reputation

Ensure safe and responsible use in AI

Adversarial 
T-shirt



AI technology: Jewel of the Crown 

Adversarial ML Threat Matrix

https://github.com/mitre/advmlthreatmatrix

AI Incidence Database

https://incidentdatabase.ai

AI

System
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ñAccording to a Gartnerreport, through 

2022, 30% of all AI cyberattacks will 

leverage training-data poisoning, model 

theft, or adversarial samples to attack 

machine learning-powered systems.ò

https://techhq.com/2020/11/the-looming-
threat-of-ai-powered-cyberattacks/

https://github.com/mitre/advmlthreatmatrix
https://incidentdatabase.ai/


Trustworthy AI: Beyond Accuracy

Fairness Adversarial Robustness
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(Hardt, 2017) https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html

https://nicholas.carlini.com/writing/2019/all-adversarial-example-papers.html


Our portfolio in adversarial robustness research
Å40+ papers at top AI/ML 

conferences in 2018-2021 
(NeurIPS, ICML, AAAI, ICLR, IJCAI, ACL, ECCV, ICCV, 
/±twΣ L/!{{tΣ Χύ

ÅOpen-Source Library, Tutorials
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Adversarial Robustness

Attack Defense
Evaluation 

& 
Certification

Novel
Applications

https://www.ucc.ie/en/cirtl/newsandevents/cirtl-seminar-the-assessment-arms-race-and-its-fallout-the-case-for-slow-scholarship-may-14th.html

https://www.ucc.ie/en/cirtl/newsandevents/cirtl-seminar-the-assessment-arms-race-and-its-fallout-the-case-for-slow-scholarship-may-14th.html


Why do researchers and society care? Trust!
Whenever there is a neural net, there is a way to adversarial examples 
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Growing concerns about safety-critical settings with AI

IBM Research AISource: PaishunTing

Autonomous cars that deploy AI model for traffic signs recognition



.ǳǘ ǿƛǘƘ ŀŘǾŜǊǎŀǊƛŀƭ ŜȄŀƳǇƭŜǎΧ

IBM Research AISource: PaishunTing



Adversarial examples in different domains
ÅImages

ÅVideos

ÅTexts 

ÅSpeech/Audio

ÅData analysis

ÅElectronic health 
records 

ÅMalware

ÅOnline social network

Åand many others

IBM Research AI

AI model



Adversarial examples in image captioning
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Show and Tell: Lessons Learned from the 2015 MSCOCO Image Captioning Challenge, Oriol Vinyals, AlexanderToshev, SamyBengio, and Dumitru Erhan, T-PAMI 2017
Attacking Visual Language Grounding with Adversarial Examples: A Case Study on Neural Image Captioning, HonggeChen*, Huan Zhang*, Pin-Yu Chen, JinfengYi, and Cho-JuiHsieh, ACL 2018

AI model
Input: image Output: caption



Adversarial examples in speech recognition
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Audio Adversarial Examples: Targeted Attacks on Speech-to-Text, Nicholas Carliniand David Wagner, Deep Learning and Security Workshop 2018

AI model

without the dataset the article is useless

What did your hear?



Adversarial examples in speech recognition
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Audio Adversarial Examples: Targeted Attacks on Speech-to-Text, Nicholas Carliniand David Wagner, Deep Learning and Security Workshop 2018

AI model

without the dataset the article is useless

What did your hear?

okay google browse to evil.com



Data Model Analysis

Adversarial examples in data regression
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Is Ordered Weighted $\ell_1$ Regularized Regression Robust to Adversarial Perturbation? A Case Study on OSCAR, Pin-Yu Chen*, BhanukiranVinzamuri*, and SijiaLiu, GlobalSIP2018

Factor identification



Adversarial examples in text classification
ÅParaphrasing attack
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Qi Lei*, Lingfei Wu*, Pin-Yu Chen, Alexandros G. Dimakis , Inderjit S. Dhillon, and Michael Witbrock, ɈDiscrete Adversarial Attacks and Submodular Optimization with Applications to Text 
Classification,ɉThe Conference on Systems and Machine Learning (SysML) 2019 (*equal contribution)



Adversarial examples in seq-to-seq models
ÅOne-word replacement 

attack for text 
summarization

ÅTargeted phrase attack 
for text summarization. 
¢ŀǊƎŜǘΥ άǇƻƭƛŎŜ ŀǊǊŜǎǘέ
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Minhao Cheng, JinfengYi,Pin-Yu Chen, Huan Zhang, and Cho-JuiIǎƛŜƘΣ ά{Ŝǉн{ƛŎƪΥ 9ǾŀƭǳŀǘƛƴƎ ǘƘŜ wƻōǳǎǘƴŜǎǎ ƻŦ {ŜǉǳŜƴŎŜ-to-{ŜǉǳŜƴŎŜ aƻŘŜƭǎ ǿƛǘƘ !ŘǾŜǊǎŀǊƛŀƭ 9ȄŀƳǇƭŜǎΣέAAAI Conference on Artificial 
Intelligence (AAAI), 2020



Adversarial examples in graph-neural networks
ÅNode feature perturbation

ÅEdge perturbation
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Kaidi Xu, Sijia Liu, Pin-Yu Chen, Mengshu Sun, Caiwen Ding, Bhavya Kailkhura , and XueLin, ɈTowards an Efficient and General Framework of Robust Training for 
Graph Neural Networks,ɉIEEE International Conference on Acoustics, Speech and Signal Processing(ICASSP), 2020
KaidiXu*, HonggeChen*, SijiaLiu,Pin-Yu Chen, Tsui-Wei Weng, MingyiHong, and Xue[ƛƴΣ ά¢ƻǇƻƭƻƎȅ !ǘǘŀŎƪ ŀƴŘ 5ŜŦŜƴǎŜ ŦƻǊ DǊŀǇƘ bŜǳǊŀƭ bŜǘǿƻǊƪǎΥ !ƴ hǇǘƛƳƛȊŀǘƛƻƴ 
tŜǊǎǇŜŎǘƛǾŜΣέInternational Joint Conference on Artificial Intelligence(IJCAI),2019(*equal contribution)
Zügner, Daniel, Amir Akbarnejad, and Stephan Günnemann. ɈAdversarial attacks on neural networks for graph data."Proceedings of the 24th ACM SIGKDD International Conference on 
Knowledge Discovery & Data Mining (KDD),2018.

[Zugneret al 2018] [Xu et al 2019]



Adversarial examples in deep reinforcement learning
ÅObservation (state) perturbation for policy/reward degradation
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Chao-Han Huck Yang, Jun Qi,Pin-Yu Chen, Yi Ouyang, Chin-Hui Lee, and XiaoliaŀΣ ά9ƴƘŀƴŎŜŘ !ŘǾŜǊǎŀǊƛŀƭ {ǘǊŀǘŜƎƛŎŀƭƭȅ-¢ƛƳŜŘ !ǘǘŀŎƪǎ ŀƎŀƛƴǎǘ 5ŜŜǇ wŜƛƴŦƻǊŎŜƳŜƴǘ [ŜŀǊƴƛƴƎΣέIEEE International Conference on Acoustics, 
Speech and Signal Processing(ICASSP), 2020

Credit: Chao-Han Huck Yang@GIT

Deep Reinforcement 
Learning Agent

Sequential Inputs

Frame under Attack

ά¦ǇέΣ άwƛƎƘǘέΣ ά¦Ǉ Ҍ wƛƎƘǘέ

Output Actions

ά[ŜŦǘέ

Output Action at time = t



Adversarial examples in physical world
Å3D-printed adversarial turtle
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ÅReal-time traffic sign detector

ÅAdversarial eye glassesÅAdversarial patch



Adversarial examples in physical world (2)

Å3D-printed adversarial turtle

IBM Research AI



Adversarial T-Shirt!

IBM Research AI
Adversarial T-shirt! Evading Person Detectors in A Physical World. KaidiXu, GaoyuanZhang, SijiaLiu, QuanfuFan, MengshuSun, HonggeChen, Pin-Yu Chen, YanzhiWang, XueLin, ECCV 2020



Adversarial Attacks: 
full transparency v.s. practicality
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Holistic View of Adversarial Robustness

gData Model Inference

Training Phase Test Phase

!ǘǘŀŎƪ /ŀǘŜƎƻǊȅ κ !ǘǘŀŎƪŜǊΩǎ ǊŜŀŎƘData Model / Training Method Inference

Poisoning Attack [learning] X X*

Backdoor Attack [learning] X

Evasion Attack (Adversarial Example) [learning] X* X

Extraction Attack (Model Stealing, Membership inference) X

Model Injection [AI governance] X* X

*No access to model internal information in the black-box attack setting

AI/ML 
system

AI/ML 
system



Inference-Phase (test-time) Attack 
Fixed model; Manipulate data inputs

IBM Research AI



Taxonomy of Evasion Attacks
ÅWhite-box attack
ÇStandard white-box
ÇAdaptive white-box (defense-aware)

ÅBlack-box (query-based) attack
ÇSoft-label attack ς.ŀƎŜƭόсл҈ύΣ tƛŀƴƻόнл҈ύΣΧ
ÇHard-label (decision-only) attack - Bagel 

ÅTransfer (black-box) attack

ÅGray-box attack (all other types)

IBM Research AI

AI/ML 
system

Piano

PianoAI/ML 
system

AI/ML 
system

Piano PianoAI/ML 
system

Target model



How to generate adversarial examples?
Å¢ƘŜ άwhite-boxέ ŀǘǘŀŎƪ ςtransparency to adversary 

ÅApplications of neural networks

ÇImage processing and understanding

ÇObject detection/classification

ÇChatbot, Q&A

ÇMachine translation

ÇSpeech recognition

ÇGame playing

ÇRobotics

ÇBioinformatics

ÇCreativity 

ÇDrug discovery

ÇReasoning

Ç!ƴŘ ǎǘƛƭƭ ŀ ƭƻƴƎ ƭƛǎǘΧ

2% (traffic light)

90% (French bulldog)

3% (basketball)

5% (bagel)

neural network outcome (prediction)

input task trainable neurons; 
usually large and deep
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Use the Great Back-Propagation!
Å¢ƘŜ άwhite-boxέ ŀǘǘŀŎƪ ςleverage input gradients toward misclassification

ÅApplications of neural networks

ÇImage processing and understanding

ÇObject detection/classification

ÇChatbot, Q&A

ÇMachine translation

ÇSpeech recognition

ÇGame playing

ÇRobotics

ÇBioinformatics

ÇCreativity 

ÇDrug discovery

ÇReasoning

Ç!ƴŘ ǎǘƛƭƭ ŀ ƭƻƴƎ ƭƛǎǘΧ
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2% (traffic light)

90% (French bulldog)

3% (basketball)

5% (bagel)

neural network outcome (prediction)

input task trainable neurons; 
usually large and deep

IBM Research AI



Attack formulation

ÅThreat model: perturbation ‏confined to some distance metric / semantic space relative to a 
data input ὼ (bagel image) with label ὸ(bagel)

Å(Untargeted) Attack formulation: aƛƴƛƳƛȊŜDistance(ὼ, ὼ  (‏

such thatPrediction(ὼ) Prediction(ὼ+‏)

ÅAlternatively, MinimizeDistance(ὼΣὼ (‏ ‗ɇLoss(ὼ,‏)

ÅOr, MinimizeLoss(ὼ,‏) such that Distance(ὼΣὼ ‐ (‏

ÅSome commonly used Distancemetric: ὒ norm ball centered on ὼ
Å ‏ : maximal perturbation in each input dimension  (FGSM, Iterative FGSM, CW-Linf)
Å ‏ έὶ‏ : sum of squared differences of each input dimension (CW-L2)
Å ‏ : total variation, sum of difference in absolute value (EAD)
Å ‏ : number of modified dimensions (one-pixel attack, structured attack)
ÅMixed norms & structured attack (check out our structured attack paper)

ÅSome commonly used Lossfunction: cross entropy, contrastive loss (CW loss)

ÅGeneric formulation and can be extended to different tasks with designed Lossand Distance
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EAD: Elastic-Net Attacks to Deep Neural Networks via Adversarial Examples, P.-Y. Chen*, Y. Sharma*, H. Zhang, J. Yi, and C-.J. Hsieh, AAAI 2018
Structured Adversarial Attack: Towards General Implementation and Better Interpretability. KaidiXu* SijiaLiu*, Pu Zhao, Pin-Yu Chen, Huan Zhang, QuanfuFan, Deniz Erdogmus, YanzhiWang, XueLin, ICLR 2019

Targeted attack: 
Prediction(ὼ+‏) ὸ, ὸ ὸ

Projected Gradient Descent (PGD) 
attack [Madryet al 2018]

Carlini&Wagner(CW) attack 



TargetClass
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EAD: Elastic-Net Attacks to Deep Neural Networks via Adversarial Examples, P.-Y. Chen*, Y. Sharma*, H. Zhang, J. Yi, and C-.J. Hsieh, AAAI 2018

MNIST CIFAR-10

ImageNet

O
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a
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ss



ά¦ƴƛǾŜǊǎŀƭέ !ǘǘŀŎƪ

ÅBeyond perturbation to a single data sample:

ÅUniversal perturbation to different 
Ådata samples

Åmodels

Åinput transformations

Åensemble methods 

ÅBetter problem formulation gives stronger attack
ÅMin_{ɿ} Max_{Ὥ} ὒέίίɿoutrunsMin_{ɿ} Вὒέίί ɿ

Å

IBM Research AI



Are white-ōƻȄ ŀǘǘŀŎƪǎ άǇǊŀŎǘƛŎŀƭέΚ
Å If the target model is not transparent to an attacker (e.g. Online APIs), back-

propagation will not be feasible. Therefore, gradient-based attack would be in vain.

ÅCan one still generate adversarial examples given limited information?

IBM Research AI



How about attacking AI/ML systems with Limited Knowledge?

ÅTypical scenario for deployed AI/ML systems & AI/ML as a service 

ÅAǇǊŀŎǘƛŎŀƭ άblack-boxέ ŀǘǘŀŎƪ ςonly observe input-output responses;  zero 
ƪƴƻǿƭŜŘƎŜ ŀōƻǳǘ ǘƘŜ ƳƻŘŜƭΣ ǘǊŀƛƴƛƴƎ ŘŀǘŀΧ 

ÅInput gradient is infeasible and inaccessibleςBack-tǊƻǇ ŘƻŜǎƴΩǘ ǿƻǊƪ

Åbƻǿ ȅƻǳ ƳƛƎƘǘ ǘƘƛƴƪ ȅƻǳǊ ǎȅǎǘŜƳ ƛǎ Ǌƻōǳǎǘ ǘƻ ŀŘǾŜǊǎŀǊƛŀƭ ŜȄŀƳǇƭŜǎΧΦ

IBM Research AI

AI/ML 
system 
Ὂɇ

Input

Prediction



Attacking AI/ML systems with Limited Access:Our ZOO Attack

Åbƻǿ ȅƻǳ ƳƛƎƘǘ ǘƘƛƴƪ ȅƻǳǊ ǎȅǎǘŜƳ ƛǎ Ǌƻōǳǎǘ ǘƻ ŀŘǾŜǊǎŀǊƛŀƭ ŜȄŀƳǇƭŜǎΧΦ

ÅKey technique: gradient estimationfrom system outputs instead of back-prop

IBM Research AI

AI/ML 
system 
Ὂɇ

Input

Prediction

ZOO: Zeroth Order Optimization based Black-box Attacks to Deep Neural Networks without Training Substitute Models, P.-Y. Chen*, H. Zhang*, Y. Sharma, J. Yi, and C.-J. Hsieh, AI-Security 2017

Gradient Ὣḧ
Ἥ Ἥ

Adversarial example ὼ ὼ –ẗὫ‍ ὊØ ‍Ἥ
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black-box attack on Google Cloud Vision 
[llyas et al. ICML18]

Andrew Ilyas, Logan Engstrom, Anish Athalye, Jessy Lin. Black-box Adversarial Attacks with Limited Queries and Information. ICML 2018



AutoZOOM: Query Redemptions
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AutoZOOM: Autoencoder-based Zeroth Order Optimization Method for Attacking Black-box Neural Networks. Chun-Chen Tu*, PaishunTing*, Pin-Yu Chen*, SijiaLiu, Huan Zhang, JinfengYi, Cho-JuiHsieh, and Shin-Ming Cheng. AAAI 2019

Dimension reduction 
+ query-efficient 
gradient estimation



Targeted attack on ImageNet (Inception-v3)

ÅAutoZOOMsaves MILLIONSof queries when compared to ZOOAttack

ÅExploration & Exploitation: use few queries to find a successful 
perturbation, and use more queries to refine its distortion afterwards

IBM Research AI
AutoZOOM: Autoencoder-based Zeroth Order Optimization Method for Attacking Black-box Neural Networks. Chun-Chen Tu*, PaishunTing*, Pin-Yu Chen*, SijiaLiu, Huan Zhang, JinfengYi, Cho-JuiHsieh, and Shin-Ming Cheng. AAAI 2019



Is Label-Only Black-box Attack Possible? Yes!

Query-Efficient Hard-label Black-box Attack: An Optimization-based Approach. Minhao Cheng, Thong Le, Pin-Yu Chen, JinfengYi, Huan Zhang, and Cho-JuiHsieh, ICLR2019
Black-box Adversarial Attacks with Limited Queries and Information, Andrew Ilyas*, Logan Engstrom*, Anish Athalye*, and Jessy Lin*. ICML 2018
Decision-Based Adversarial Attacks: Reliable Attacks Against Black-Box Machine Learning Models. Wieland Brendel, Jonas Rauber, and Matthias Bethge. AAAI 2019
Sign-OPT: A Query-Efficient Hard-label Adversarial Attack. Minhao Cheng*, SimranjitSingh*, Patrick H. Chen, Pin-Yu Chen, SijiaLiu, and Cho-JuiHsieh. ICLR 2020
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Classified as ŀ άŎŀǊέ


